@ Telecommunication Systems 30:4, 351-385, 2005
(© 2005 Springer Science + Business Media, Inc. Manufactured in The Netherlands.

Transport Protocols in the TCP Paradigm
and their Performance

TEUNIS J. OTT ott@oak.njit.edu
Department of Computer Science, New Jersey Institute of Technology

Abstract. This paper defines a class of “TCP-like” transport protocols, called protocols in the TCP
Paradigm. The name indicates the protocols are not TCP, but in some sense similar to it.

The class includes TCP and also Tom Kelly's “Scalable TCP”, and more. Most of the protocols in the
class require ECN in order to become implementable. Most even require a form of ECN that allows a high
rate of marked packets.

The paper analyzes performance of protocols in the TCP Paradigm and indicates a subset that is likely
to perform as well as, or quite possibly better than, Scalable TCP. Criteria are the ability to achieve high
throughput, to maintain a steady flow if the ECN marking probability is constant, and to adapt quickly to a
changing marking probability.

A main conclusion is that in order to benefit from protocols in this paradigm, “source behavior” (reac-
tion of endpoints to marked and unmarked packets) and “router behavior” (how routers choose marking
probabilities) must be investigated together.
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1. Introduction

This is a re-write of the paper [46] which has existed on the web since 1999 and was
presented in a workshop at ENS, Paris, Sept 2000, but which has not appeared in the
open literature yet. It has been rewritten to reflect changes since 1999. Some new results
have been added, in particular in Sections 8 and 9.

The paper [46] was a natural extention of the paper [50] which existed on the
web since 1996 and was presented in an informal workshop of the IFIP Working Group
WG7.3 during Performance, 96 in Lausanne, in Oct 1996, and also in DIMACS work-
shop in Nov 1996. Also that paper has not been published in the open literature, yet. It
started an avalanche of papers of which [51] is the best known.

Consider a flow of packets in IP with per packet acknowledgement. Assume the
system allows “Explicit Congestion Notification” (ECN, see e.g. [25,59]): When arouter
recognizes one of its buffers is getting close to congestion, it can set a “Congestion Indi-
cator Bit” in packets flowing through this buffer. To avoid confusion with the similarly
named bit in ATM with ABR, Floyd and Ramakrishnan call this the “Congestion Expe-
rienced” (CE) bit, or, more accurately, the CE Codepoint (two bit-pattern) (1,1). In this
note we use that name (CE), but make different use of the “CE bit pattern” and simply
callit the CE bit. Setting of the CE bit can be done probabilistically, with a probability
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that depends on the perceived level of congestion. The destination copies those CE bits
into the ECN-Echo bit in acknowledgements. Thus, the source is informed of conges-
tion. [25] and [59] discuss a number of implementation issues, such as location of the
bit and what to do when there are delayed acknowledgements.

When the router sets the CE bit in a packet, we also say it marks the packet. The
router can (for example) choose a state-dependent probagbdityl mark packets with
probability p.

[25] and [59] repeatedly state the opinion that the source of traffic must react to
a returning ECN-Echo bit that has been sell) in (almost) exactly the same way a
TCP source reacts to discovering a “congestion event” that includes loss of at least one
packet.

This is an opinion the author of this note does not share.

Among the advantages of marking instead of dropping (as in RED) are (i) that
no re-transmission is needed, and unlike in case of drop there is no period of about 1
RTT of duplicate acknowledgements, with possible confusion about further dropped
packets, and therefore (ii) any marking probability<O p < 1 is acceptable. Drop
probabilities have to be at most not much more than .1, or (for example) TCP stops
functioning, see e.g. Appendix B in this paper. In addition, modern traffic endpoints
(sources, destinations) have the ability to interprete the meaning of a stream of ECN-
Echo bits quite carefully, and for example as a function of the type or class of service
the packets belong to. The author of this note advocates that ECN-capable flows react
to ECN-Echo bits in ways that still need to be defined and that may be quite different
from the way a non ECN-capable flow reacts to dropped packets. In this paper we often
use the terms “ECN savvy” and “ECN illiterate” instead of “ECN-capable” and “non
ECN-capable”.

Unfortunately, the authors of [25] and [59] chose an implementation of ECN
that makes it impossible to signal congestion more than once every RTT: Once the
“destination” receives a packet with the CE codepoint set, it sets the ECE bit in all
packets in the opposite direction, until it gets a packet with the CWR bit set, i.e. for
about 1 RTT. While this gives protection against lost packets with the ECE flag set, it
significantly reduces the flexibility on the feedback mechanism, as will be shown at the
end of Section 2.

Later in this paper a number of arguments will be given that indicate that having
a wider range of possible marking probabilities improves controlability of the network.

This paper thus, among other items, proposes to modify the ECN implementation,
enabling and even encouraging a higher marking probability for ECN savvy flows than
drop probability for ECN ignorant flows.

In the simplest situation the intent is to create a situation where ECN savvy flows
and ECN ignorant flows, following the same path through the network, can have strongly
dissimilar marking probability, respectively drop probability, yet (for fairness) see sim-
ilar or at least not too dissimilar performance. If the marking probability of ECN savvy
flows is higher than the drop probability of ECN ignorant flows, and if the goal is to
have the various flows obtain similar congestion windows, the ECN savvy flows must
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react differently to marking than the ECN ignorant flows react to drop. This limited
use of ECN, if well-designed, should lead to better controlled traffic, in particular if the
fraction of ECN savvy traffic increases.

In a multi-class situation (e.g. Differentiated Services) the goal may in fact be to
achieve differentiation in the performances seen by different flows. In the discussion
below we have one class of ECN ignorant flows and potentially multiple classes of ECN
savvy flows.

Thus, a challenge is to create source behaviors (how sources react to drop or
marking) and router behaviors (how routers decide which packets to drop or mark) that
achieves the goal of appropriate (dis)similarity in performance encountered.

For the sake of simplicity of language we will often pretend that “router behavior”
is defined simply in terms of state dependent drop- and marking probabilities, that is,
a drop probability and a number of marking probabilities (one for every class of ECN
savvy flows) that are functions of the current and recent congestion as seen by the router,
e.g. as in RED functions of output buffer occupancies. Actual router behavior may be
more complicated. For example, we will see that under certain circumstances routers
may decide to alternate high and low levels of drop probability, instead of having a closer
to constant drop probability. Routers also may decide to temporarily overshoot a target
drop probability in order to force flows to quickly adapt to changing circumstances.
These ideas are not further developed in this paper.

The marking probability for ECN-capable flows may depend on the type (type
of service, priority class, etc.) of the packet. Thus, the router has a number of state
dependent “signaling congestion” variables: The drop probability for ECN non-capable
flows; the drop probability for ECN-capable flows (might be class dependent); and the
marking probability for ECN-capable flows (might be class dependent). For example,
for flows with a guaranteed rate (and that stay within their rate) it makes no sense to drop
unless there is no choice, and it makes no sense to mark apart from as a warning signal
that involuntary drop is imminent. Similarly, if in IP there is an option of distinguishing
between “In-Rate” and “Out-of-Rate” packets (or “In-Profile” versus “Out-of-Profile”
packets, using an “In-Rate” bit), “In-Rate” packets would be dropped only involuntarily,
and would be marked only as a warning that involuntary drop isimminent. “Out-of-Rate”
packets could be dropped as well as marked, with marking of course the preferred option.
This implies that the signalling (e.g. carried by acknowledgements) from destination to
source must separately signal markings of In-Rate and of Out-of-Rate packets. This
router behavior is illustrated in Table 1.

This use of different marking and/or dropping probabilities for different types of
flows is further illustrated in the Sections 2 and 3.

In the foreseeable future, ECN-capable routers would set drop probabilities for
ECN non-capable flows in a way consistent with RED or SRED or some such mech-
anism. ECN capable flows would react to drop in essentially the same way as ECN
non-capable flows. This is necessary, because for some time there would be ECN-
capable as well as ECN non-capable routers. Some changes would be allowed for spe-
cial classes (say flows paying a “premium?” tariff). ECN-capable routers could set the
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Table 1
Marking and dropping probabilities.
Class Marking Dropping
Non-ECN 0 Pn.d
ECN Class 0 Po,m Po.d
ECN Class L PL,m PL.d

marking probability for ECN-capable flows in just about any way, as long as Router Be-
havior and Flow Behavior are designed together. Some indication of the consideration
going into Router Behavior can be found in the Sections 3 and 5.

Making sure that those new (marking) behaviors have been studied and imple-
mented in (some) routers before many end-stations become ECN capable may very well
be the only way to make an elegant transition to a new environment.

Once ECN is ubiquitous, at least in routers, (endstations may take longer!) the
meaning of drop for ECN-capable flows in theory could still change. This would be a
hard transition to make and might very well be impossible, because by that time there
will be many ECN-capable endstations that can not make a synchronized change. By
that time, the only way to achieve change might be by introducing new classes.

Thus, the advent of ECN is an opportunity to modify the congestion algorithms in
IP. We should use this opportunity to study Router Behavior (whether and when to mark
packets) and Source Behavior (how to react to marked and unmarked packets) as two
aspects of the same problem. The advent of ECN temporarily gives us a clean slate that
we can fill in with new mechanisms, using what we have learned in the pasy@érs,
and taking into consideration the greater capabilities in modern endstations, and the
much higher bandwidths in the modern Internet. Since this is likely the last opportunity
to do a significant amount of redesign of the control mechanisms, it is important to use
the opportunity well!

In much of this paper we do a “quasi-stationary” analysis of the performance of
“TCP-like” flows under the assumption of constant marking probabpify« (or con-
stant drop probabilitygrop) and obtain information about stationary distributions of
congestion windows etc. To study “controllability” of flows under changing circum-
stances, we need to study transient behaviors. This is done in [48]. Some results from
that paper are used in Section 9 to predict how fast a flow will adapt when a router
changes the drop probability.

In future work we expect to use the insight gained in this paper, and in [47-49]
and other work in progress, to propose router behaviors, i.e. ways for routers to decide
whether and when to mark packets. That will include, but go beyond, simply setting
state dependent marking probabilities.

Apart from small detours in the Sections 3 and 5 we do, in this note, not yet
consider class dependent marking. In particular we do not yet consider separate marking
policies for In-Rate and Out-of-Rate packets. Mechanisms where “entry-routers” or
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“edge-routers” mark packets as either In-Rate or Out-of-Rate, where other routers have
different marking policies for such packets, and where the reaction of sources to marked
packets depends on whether the packets were In-Rate or Out-of-Rate look like a very
promising area of future research.

In Section 2 a general class of “source behaviors” will be defined. In Section 5
this class will be restricted to a class which still contains “classical” TCP as well as
“Scalable TCP”, see [32], and many of the behaviors described in [11]. In later sections,
the performance of these behaviors is analyzed. For the time being, “Scalable TCP”
comes off as an attractive candidate. There are, however, other candidates with at least
in theory more attractive high-performance behavior.

It must be noted that Tom Kelly’s “Scalable TCP”, [32], is quite different from
Robert Morris’ “Scalable TCP”, [45]: The first is on how TCP sources ought to react to
dropped or marked packets, the second is on how routers ought to choose buffer sizes.

The most promising candidates for “source behavior” will be discussed in Section
11.

The analyses done in this note are examples of the analyses that should have been
done before a newly designed ECN was finalized. There is no pretension of having
achieved closure. The most important recommendation is that Router behavior and
Source behavior must be designed together and must be class dependent, i.e. depend on
the class of the packet.

2. The TCP Paradigm with general increases and decreases

Let us consider a Congestion Window based protocol where whenever an acknowl-
edgement arrives at the source that acknowledges an unmarked data packet while the
congestion window i$V, then the congestion window increasesitgr(W), and when

a marked packet is acknowledged the congestion window decreadesitfW) (Also,

when a packet is marked while th'é is small there will be a time-out, with time-outs
probably increasing exponentially after repeated such markings. We do not consider
such details in this note.) At this point it does not matter wheities expressed in bytes

or in MSSs or in some other entity. Assuming packets are marked with probability

and that “locally in time”p is constant, the drift per packet in the congestion window
while the congestion window M/ is

E[Whi1 — WHW, = W] = drift(W, p) = (1 — p).incr(W) — p.decr(W)

o 1-p decr(W)
= p.mcr(W).( 0 incr(W))' (2.2)
Let us now consider the function
decn(W
q(w) = 2e0W) 2.2)

incr(w)
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Assuming this function is reasonably smooth, and fhateed is constant during
a large number of packets sent, the congestion window will tend to spend most of its
time atW values for whichg(W) is not too far from*=E.

Common sense indicates that higpanust indicate a lower target value ¢, It
therefore is highly desirable thgf-) is a strictly increasing function with

q@)=0. lim q(W) = co. (2.3)

In that case, if the marking probabilifyis constantg(W) will fluctuate aroundl’T”.
Thus we can predict the average window size: fivi¢b) with

aw(p) = =F. @4

Equation (2.3) ensures that (possibly with interpolation or rounding to an inte-
ger) there always is a solution to (2.4). The actual window size will tend to fluctuate
aroundW(p). We useW(p) as approximation for the average. The functigsV)
andW(p) really are response surfaces of the sources to drop- or marking probabilities
p.

It is useful to note here a connection with “fairness”: In the situation of (2.3),
if two different flows that react in the same way to packet markings encounter the
same marking probability, they will tend to have the same (average) congestion
windows.

Note that if the functiomg(-) is almost constant over a long rangéiivalues, we
do not have fairness: if for a while=2 happens to remain constant, equal to tia/)
value, and two flows start with difFereW values in that range oV values, they will
tend to keep their different congestion windows for a long time.

In the special case of TCP (without delayed acknowledgements, and dropping
instead of marking) we have (congestion windows are now measured in MSSs):

1 W
i W) = —, dec(W) = — 2.5
incr(wW) W ec(W) > (2.5)
and thus

_w _ [2a-p)
AW) = 5, W)= [ =

(2.6)
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This is the basis for the celebrated square root formula, see e.g. [50]. With Delayed
Acknowledgements a better formula is

1-p
= [— 2.
W(p) =,/ 0 (2.7)

and often 1— p is approximated by 1, see [50, 51] for details and refinements.

The functionq(-) defines a “response surface”Wto p. We see that we can first
choosey(-) arbitrarily (subject to the monotonicity and (2.3)), and then still can choose
incr(-) anddecr(-) somewhat arbitrarily. Thus we have a choice of two modi operandi:
we can chooséncr(-) anddecr(-) functions and find out what he resulting response
surface is, or we can choose a response surface and then (with that degree of freedom
gone) findincr(-) anddeci(-) functions.

If we decide to first choose the response surfaf#), (or W(p)), we can go
one step further: after choosing this response surface we do not clmaoég and
decr(-), but we let the source directly estimate the marking probahjiljtand adjust
the congestion windowV accordingly. This method has interesting consequences, that
will be investigated in Sections 12 and 13. In fact, under certain circumstances it leads
back to a system witcr(-) anddecr(-) functions as above. Thus, it can be seen as a
somewhat scientific way of choosing such functions.

For TCP, the desire to have multiplicative decrease governed the chaieer).

This led to the somewhat unfortunate result that the congestion window occasionally
halves. For connections with a long round trip time that therefore need a high congestion
window this is a problem: after a halving of the congestion window, the congestion
window increases quite slowly. This has a number of unfortunate consequences. One of
these is that TCP traffic is not very good “background” traffic for other streams.

Choosing botldec(W) andincr(W) much smaller (but leaving the quotient the
same) has the advantage that vattonstant a flow following that behavior has the same
averageN value but behaves much more smoothly. This can have the disadvantage that
the flow reacts quite slowly to changipgHowever, we will see that this disadvantage
is greatly reduced, or eliminated, if ECN is used with the ability to effectively set the
marking probabilityp very high.

It must be noted that not all versions of TCP are consistent in using multiplicative
decrease. Many versions of TCP allow the window to be halved only once in a round
trip time or only once per congestion episode.

It must also be noted that as long as the marking probalplity enabled to
effectively take on high values, e.g. close to one or even equal to one, quite small values
of decr(w) still effectively allow multiplicative decrease:

In the extreme we could uskecr(W) = d (MSSs) (with O< d < 1) in a scheme
with marking instead of dropping. In that case, settmg= 1 during one round trip
time (or, in case of delayed acknowledgements during two round trip times) reduces
all windows (for flows with that RTT!) to a fraction (% d) of the value before that
period (or possibly to 1 MSS or less, time-out counting as a congestion window of
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less than one MSS): if .5 d < 1 more draconic than halving all windows! Thus,
because a marked packet is not lost (with all the unpleasant consequences of losing a
packet), it is possible to send a strong signal by marking many packets in a short period.
Choosingd = 1, decr(W) = 1, has the additional effect that acknowledgement of a
marked packet does not cause transmission of a new packet. Thus, the router can fairly
accurately predict the consequences of marking a packet. With multiplicative decrease,
the router needs to “know” the window size to predict the consequences of marking a
packet.

Another interesting side-effect of choosidgcr(w) = d is that in some cases
(repeated short periods of high it gives a bias in favor of flows with long RTT, thus
possibly counteracting the usual bias against flows with long RTT. This is an aspect of
router behavior that needs further study.

Of course, a larger value decr(w), for exampledecr(w) = c,4/w (see Section
5) will decrease or eliminate the congestion window in an even shorter amount of time.

It must be noted that the current implemetation of ECN as in [59] makes it impos-
sible to set the marking probability effectively higher thar= V—lv where of cours&V
is the congestion window in MSSs.

3. Fairness and TCP friendliness

A moadification of router-and endpoint behavior as above risks leading to a “less than
TCP friendly” situation. The NSF report [19] states that insisting on “TCP Friendliness”
is freezing further Internet protocol development and recommends to stop making a big
point of TCP friendliness.

Of course, when TCP friendliness can be achieved at low cost, an attempt should
be made. Itis quite possible that the new behaviors advocated can in fact achieve some
kind of TCP friendliness:

When multiple differentncr anddecrfunctions are used, and routers have “class
dependent” dropping and marking policies, we can aim to maintain certain relationships
between the “typical” congestion windows of different classes. For example, we can
aim to maintain a specific ratio. That ratio can be 1: for example, there may be a state
dependent drop probabilityy,op for “best effort, ECN illiterate” TCP flows and a state
dependenpnark for “best effort, ECN savvy” TCP flows. In that case we want the drop
policy (pdrop @s function of the level of congestion) and the marking poligy sk as
function of the level of congestion), and tiveer and decr functions for the different
flows, to be such that with plausible accuracy, most of the timg,, and pmark are
related in such a way that

Wdrop( pdrop) = Wmark( pmark), (3-1)

where of cours&Vy,op (-) is obtained as in (2.4) fronpop (W) = decCryrop (W)/iNCrdrop
(W), similar for the case of marking. This makes it possible to compute (gsg) as
function of pmark_, and pmark We let depend in one of the usual ways on the perceived
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level of congestion in the router. An example is given in (5.10) in this paper. This
mechanism was used in a few special cases in [40] and in [41].

Maintaining such a relationship between various drop- and marking probabilities
will be sufficient to ensure relative fairness between the “ECN savvy” and “ECN il-
literate” flows as long as the dropping and marking probabilities change only slowly
(the “quasi-stationary” approach works). It is an interesting problem to find out what
happens in case of a very dynamic situation.

4. OQutside the TCP paradigm

In the previous section we had, as in T@#®r(-) anddecr(-) functions, and (in prin-
ciple) a congestion window modification is made every time the source receives an
acknowledgement, and the update usestive(-) anddecr(-) functions. We call this
situation the “TCP Paradigm”. There are of course more general mechanisms. For ex-
ample, the source could count “marked” and “unmarked” acknowledgements, and every
now and then (say once every Round Trip Time RTT) update the congestion window.
Such mechanisms are outside the TCP Paradigm.

Mechanisms “on the boundary of” the TCP Paradigm are for example those dis-
cussed in Section 12, where a “response surfag, W(-) as in (2.3), (2.4) has been
chosen, an estimatp for the marking probabilityp is maintained, and the conges-
tion window actually used i8V(p). Such a scheme was already referred to in Section
2. In Section 13 a very interesting such mechanism will be described, of which we
then find that it can be implemented in two different ways: one mechanism inside the
TCP Paradigm, the other outside. This can be seen as a “scientific” way of choosing
incr(-), decr(.).

More research is needed to check whether there are pairs of router behavior—
endstation behavior outside the TCP Paradigm that are superior to all mechanisms inside
the TCP Paradigm.

5. A special class ofncr (-) and decr(-) functions

In the remainder of this note we restrict ourselvesnter (1) anddecr(-) of the form
incr(w) = cw®, decr(w) = cow?. (5.1)

Similar functions have been studied in [11]. For these functions to make sense we
obviously wante < 1,¢; > O andg < 1,¢c, > 0, and if 8 = 1 we clearly need
O0<c <1

In this Section and in the next few Sections we investigate the behavior of conges-
tion control mechanisms basediarer (-) anddecr(:) functions as above. In Section 11
we draw some conclusions on what values are promising.
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Throughout most of this note we consider generahdg etc. Many of the results
in this section can be extended to more generai(-) anddecr(-) functions. At this
point that is an exercise of limited interest.

It must be noted that the combinatien£ —1, 8 = 1)is TCP, and is usually called
“AIMD” (Additive Increase, Multiplicative Decrease), see e.g. [11]. The combination
(¢ = 0,8 =1)is called “MIMD?”, this is what Tom Kelly [32] with good reason calls
“Scalable TCP”. That may very well be the best combination. However, there are some
other extremely interesting possibilities, see Section 11.

With the choice ofincr(-) anddecr(:) functions as above, from a mathematical
point of view we are studying the proceds, , defined by:

Let the random variables n)22, be iid, with

P{xp.n = succesp=1— p, P{x,n = failure} = p, (5.2)

where of course & p < 1.y, = success means that theh packet was unmarked,
andy, n = failure means that the-th packet was marked.

Further, let the discrete time, continuous state space pratgsgn = 0, 1,
2,...,0< W, <00,0 < p<1)be defined by

Wp.n + i Wg , if xp,n = success

Wp,n+1 = (5-3)

Won — czwgn if xp,n = failure,

To make sure of no problems ®,, = O if « > 0 orpg < 1 (or both), we add
in those cases a lower boulid, , > 1. In those cases, if at some point (5.3) causes
W1 < 1, Wp ni1 is immediately (or after an ensuing time-out ends) reset to 1.
Henceforth we always writg, andW, for x, , andW, . It must be remembered,
in particular in Section 9, that the subscrpteally is there.
With the choice of functions as in (5.1) we get the response surface

decr(W) ¢ 4,
= = —Ww .

q(w) = W = (5.4)

Thus, for packet marking probabilityconstant, and marking independent from packet
to packet, when transporting a very big file the congestion window will tend to fluctuate
aroundw(p), defined as

w(p) = (z—; Lpp)_ 5.5)

Whenp is quite close to zero, (5.5) becomes

w(p) = <i>ﬂ (5.6)

C2p
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If we choose that “more marking signals more congestion” (if we ch¥ége) to
be decreasing ip) we must haver < 8 < 1. This achieves (2.3). It also means that for
p small the lower bound following (5.3) is no more than a mathematical convenience.

While from a mathematical point of view we are studying the pro&issas in
(5.3) we must never forget that the real objects of study are the protocols it is related to.

The main weakness of the procéAg as model for a transport protocol in the
TCP paradigm is that it does not include consideration of the delay in the feedback (of
1 RTT).

In addition, practically, when the congestion window is small the protocols will
have different behaviors than indicated by (5.3). Equation (5.3) is likely to mainly
describe behavior for large/, (the high performance situation).

In classical TCP we haty = 1, = —1,¢,,= 3, f = 1.

For the special class of functions considered in this section, the constraint (3.1)
becomes more tractable. Let the “ECN savvy” flows agefm, Cim, Co.m and let the
“ECN illiterate” flows usexq, Bd. C1,d, C2,d. We can letpgrop depend on the perceived
level of congestion, then lgimark be the function ofpyop that satisfies

(q;dl—pd)ﬁ=<q;m1—pm)m 5.7)

C2.d Pd Com Pm

Slightly less accurate, but possibly more convenient, would be

1 1
Crd 1\ Paed Cim 1 \Pmem
(Ld_) L (ﬂ_> (5.8)
C2.d Pd C2.m Pm
(5.8) makes it attractive to consider the situation whire ag = Bm — am. In that case
we could choose

_ C1,mC2.d (5 9)

Pm = C2,mC1,d
However, in all likelihoodBy — ag = 2, and we will see that almost certainly in any
intelligently chosen set-upm — am < 1. So, (5.9) is just too simple to wish for.

From the point of view of implementability it may be preferable to makgthe
variable directly determined by the perceived level of congestion, angljssual to

Bd—ed

Cid (C2m fm-am
= 4 (%2m : 5.10
o= o (2mp, ) 510

with for example

Bd—ed

C C Pm—am
~Ld (ﬂ) <1 (5.11)
CZ,d C1,m
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(5.11) guarantees thay < 1 evenwherpy, = 1. If perceived congestion grows beyond
the point wherep,, = 1 the router could further increagg. It must be remembered,
though, that for TCP settingy > .1 essentially causes the TCP flow to become ex-
tremely erratic, and to almost disappear, see Appendix B.

Henceforth we have only one set of functions at a time.

In order to study behavior of the functions above with constant marking probability
p, we study the evolution AV, as a stochastic process. Using the same ideas as in [50]
we get the following results:

Theorem 1. If
a<B=1 >0 0<c<l, (5.12)
then forp | 0 the processX(t))o<t<~ defined by
Xp(t) = p(W )he (5.13)

approximately behaves as the proc&gs) defined by: there is a Poisson Process with
intensity 1. In-between the points of the Poisson Process,

d
aX(t) =c(l—oa), (5.14)
and in the points of the Poisson Process (say poimte have
X =1 - ) X(x7). (5.15)

For a discussion of why this result is “obvious”, see [47,50].

The reader will notice that the “theorem” above leaves open the question of exactly
in what sense the processgég(-) become similar to the proce3y:-).

Weak convergence of the proces3gg.) to the procesX(.) (weak convergence of
all finite dimensional distributions) has not been proven in this paper. It was conjectured
by the author of this paper and has recently been proven by Jason Swanson [54]. The
construction of the processes in [47,50] indicates the similarity is strong evemiatr
terribly small.

In Section 9 we will use the fact, not yet proven, that the relaxation times of the
processeX(-) converge to the relaxation times of the proc¥¢s, or at least have the
same order of magnitude.

Finally, in [47] it is proven that if8 = 1, then for all—-co < @ < 1 = 8
the stationary distributions of the processgsconverge, forp | 0, to the stationary
distribution of the proces¥(t), and the rate of convergence is given. In the original
version of [47] thisresultwas provenonly fepo < o < 0. Theextensionto& o < 1
was added in the modified version of [47]. Common sense and the rate of convergence
results also indicate the approximation is quite good evpiisifhot really small. Of the
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two ways we waniX(-) to be similar toX(-) the one that is usually hardest to prove,
and the two that are of most importance in this paper thus have been proven.
It is convenient to define

c=1-c)&¥ (5.16)

(so that O< ¢ < 1) and to also introduce the proceg@) defined by

X(t)
Z(t) = ——— 5.17
O=ci-a (517)
for which of course
d
—Z(t)=1 5.18
52 (5.18)
“in between” the points of the Poisson Process, and
Z(tt)=cZ(z") (5.19)

“in” the pointst of the Poisson Process. The stationary distribution of the pratg$s
(and thereby of the procedqt)) was derived in [50]. It has the form

Z=Y cE (5.20)
k=0

where Ek )2, are independent, identically distributed random variables, all exponen-
tially distributed with expected value 1. The distribution of this infinite sum of random
variables, including all its moments, was described in detail in [50]. For example, we
have for all reaju

p X /1 — ¢tk )
In particular (as is easier seen directly!)
1 1
and therefore
Coeffvar(z) = Std(@) _ [1=c (5.23)

E[z] Vi+c

Thus, we know that the stationary distribution of the congestion window approxi-
mately has the form

W = pra(cy(l — @)Z)Te. (5.24)
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Possibly a more interesting way of stating the same result is flr)aT(W has a distri-
bution approximately independentpéandc;: it approximately has the form

1

<B> TW= (- a)2) (5.25)

C1

That stationary distribution, including all its moments, therefore is explicitly
known. Among other results, we have

E[W] ~ p~ T (ca(1 — @) E[Z 7], (5.26)
t.dev(W

coeff-var(W) = %V\s]) ~ coeﬁ-var(Zﬁ), (5.27)

approximately independent pfandc;.
This leads to a clean expression fooeff.Var(W) only if « = —1 ora = 0. If

o = 0we get
C2
Coeff-Var(W) ~ . (5.28)
2—C

An expression foCoeff.Var(W) if « = —1 can be found in [50].

Itis an interesting excercise to compare the approximatid{ W] in (5.26) with
W(p) as obtained from (2.4), (5.5) etc.

A lot is known about the transient behavior of the proc2és in (5.17), see [48].

In Section 9 some of this will be used to predict how fast the congestion wiMdow
reacts when the marking probabilipchanges (in the cage= 1).

For the cas@ = 1 we have provable limit results as above. For the casefO< 1
(and of course stillk < 8) we get a different limiting process g | O.

With the rescaling as below, all jumps become (relatively) very small. In the limit
for p | 0 we get continuous sample paths. Also, for the rescaled process the drift toward
the likely center of the stationary distribution becomes linear in the distance from that
center, and the “dispersion” becomes almost constant over a wide region: This is strong
evidence (almost a mathematical proof!) that in the limit the process below behaves
like an Ornstein—Uhlenbeck process. It must be noted that weak convergence has been
proved for neither process nor stationary distribution. The evidence is strong enough to
demand further research. In fact, in an industrial environment the evidence would be
strong enough to base engineering decisions on.

Conjecture. If

a<pB<l >0 >0, (5.29)
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then forp | 0 the processXp(t))o<t< defined by

Xp(t) = p* (WLP:,ZJ - (M)) , (5.30)

Cc2p
with

1+ l-a
=G T e (5.31)

becomes the Ornstein—Uhlenbeck process with local drift

V1

_1-5
B—a

EIX(t 4+ A) — XEO)IXE) = X] = —AX.(8 — )y “ch © +0(A)(A 4 0), (5.32)

and local dispersion

2 2a
Var(X(t + A)|X(t) = x] = A.c] "¢, " +o(A)(A | 0), (5.33)
i.e. the stochastic proce¥t) defined by the stochastic differential equation
dX(t) = —uX(t) + ocd B(t) (5.34)

with

B o

VR b
el o =¢]¢c,”, (5.35)

w=(B—ax,

and whereB(-) is standard Brownian Motion: > 0 is called the drift parameter and
o2 is the dispersion.

As in the case of Theorem 1, we should define what we mean by “becomes”.

Weak convergence of the proces3gsg.) to the procesX(t) has not been proven
in this paper. It was conjectured by the author of this paper and has recently been
proven by Jason Swanson [54]. In this case there is a major question of the rate of
convergence whep | 0: How small mustp be before the limiting process becomes a
good approximation? Berry-Esseen type results are likely to answer this question.

Convergence of relaxation times has not been proven, and will be used anyhow
in Section 9. Intuitively this “must be true”, and in fact the only requirement is that
relaxation times of the process¥g remain of the order of magnitude of the relaxation
time of the limiting process.

In this caseB < 1 there is no proof yet of convergence of stationary distributions.
Intuitively, this “must be true”, but a formal proof might be quite hard, and obtaining a
rate of convergence result might be even harder.

A nice source of information on the Ornstein—Uhlenbeck process (5.34) is [23].
Among other things, it shows that the stationary distribution of the pro¢@3én (5.34)
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is the normal distribution with mean zero and variance

PR = by =
o cy “cy
Var(X) = — = + 2
X) 2u 28—«

(5.36)

Our conjecture is that ip | O the stationary distributions of the proces3gs-)
converge to that same normal distribution.

Results about the autocorrelation functions and first passage times of the
Ornstein—Uhlenbeck process can be used to obtain results for how fast window sizes
adapt when the marking probability changes. Some of this will be done in Section 9.
However, this method may not give the right results if the change in the expected con-
gestion window size is very large compared with the standard deviation as obtained from
(5.38) below. In that case the best way to obtain results for the rate of convergence after
a change in the marking probability is by direct methods, as at the end of Section 2 (for
increasing marking probability), and in Section 9 (for decreasing marking probability).

When one of the mathematical models is used to investigate rates of convergence
(to a new stationary distribution), it must not be forgotten that the models used are based
on “packet time”: the result would be information on the number of packets transmitted
before the new equilibrium is reached.

In order to translate results into clock time (number of RTTs) we have to divide
the number of packets by the congestion windbw

Strong supporting evidence for the Ornstein—Uhlenbeck conjecture will be given
in Appendix A.

The stationary distribution oK(-) immediately translates into a stationary distri-
bution forW,: As long as we use the model (5.34), i.e. as long as we disregard the delay
in the feedback, we get: Fgr | 0, the stationary distribution &/, has

1— o)\ 7 s
E[W] ~ (—Cl(czp p))ﬂ ~ (%p)ﬁ : (5.37)
1+8 o
I,
stdevW) ~ 1 —2__ p %59, (5.38)
V2B —a)
_1p 1w
stde W) ¢, ¢ s
coeff.var(W) = ~ paF=a . (5.39)
E[W] V28 —a)

(5.27) and (5.39) show that there is a certain charm to chogsiagl: with that
choice, and that choice only, the coefficient of variatioMbbecomes independent of
p for p | 0 (i.e. when the congestion window is allowed to be very large). In fact, for
that choice the distribution ofg()ﬁ W becomes independent pfandc; for p small.
The non-dependence grmay seem no big deal, but non-dependencp iomplies non
dependence on the average valus\bfscale invariance!

This doubtlessly is one of the reasons “Scalable TCP” chopsedl.
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Any smaller value o8 makes the (stationary) window size almost deterministic,
equal to the expected value, whpn, 0 (p small, but constant, and the average value of
W becomes large). This is a nice property wipaactually is constant, but is worrisome
whenp varies and we need quick convergence to a new equilibrium. However, we saw
that as long as it is possible to mark multiple packets per RTT it is always possible to
decrease windows geometrically fast. We also know that as loag=a8 (larger might
be dangerous! see also Section 8) the congestion windows grow exponentiallypfast if
becomes zero or at least decreases by an order of magnitude.

6. The number of marked packets per round trip time

This section, and most further sections, require YWats expressed in MSSs and that
practically all packets contain practically MSS data bytes, so that every RTT practically
hasW data packets.

This section studies the average number of marked packets per RTT strictly using
the modelsX(t) obtained from (5.13) etgd(= 1) or from (5.30) etcg < 1).

If a flow has a marking probability gb per packet and a congestion window of
W packets, it will on average havgW marked packets per Round Trip Time. In the
remainder of this section we will useé[W] or W(p) instead ofW. This number of
marked packets per RTT is important, among other reasons because a large number
of both marked packets and unmarked packets per RTT makes it possible to “gently”
control the flows: It is possible, within one Round Trip Time, to signal a large change
in the marking probability, as well as to signal a fairly subtle change. In the situation
of Section 5, when a flow has been in existence long enoughp &iad been constant
long enough to have reached stationarity, we have the following results:

Theorem 2. In the situation of Theorem 18(= 1), when a flow is in existence for a
long time and the marking probabilityis constant and close to zero, if the congestion
window is the only effective limit on the number of outstanding packets, the flow has in
average about

p~ 1% (ca(1 — o)) ™ E[Z77] (6.1)

marked packets per Round Trip Time. The distributioZ @fepends only or, and on
a, hot oncg andp.
Using (5.6) instead of (5.26) we would have gotten the approximation of about

1 1
p=a-1 (C1\ P _ o [C1\T“
p—a — = —a —_— 62
P (2) = (2) 6.2
marked packets per Round Trip Time.

Theorem 3. in the situation of the conjecturg (< 1), when a flow is in existence for a
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long time and the marking probabilifyis constant and close to zero, it has on average

about
7 (2) 63

marked packets per Round Trip Time. In this case it makes no difference whether we
use (5.6) or (5.37).
—a-1
We see that in both cases there is a faq:t&?. We see that it is highly desirable
that

B—a<l (6.4)

Namely, in that case, and that case only, the number of marked packets per Round Trip
Time will not go to zero wherp | 0, at least as long as the flow is allowed very
large windows (as large as the “response surfaces” permit). That way, the router can
signal relatively subtle changes in desired rates. When the number of marked packets
per Round Trip Time falls (significantly) below 1, it becomes hard or impossible for
routers to signal a desired minor change in congestion window. Classical TCP is an
extreme case, with only in the order gfp, i.e. much fewer than 1, “marked” packets
per Round Trip Time (if the reader prefers it, we can restate this as about one “marked”
packet perp‘%, i.e. many, RTTs).

(6.3) shows that iB — o = 1 itis preferable to choos?2 large.

7. The delay in the feedback

It has been observed before that the model (5.3) used in this paper is not suitable for
investigating the effect of the delay of one Round Trip Time in the feedback. This is
an important weakness, because it is well-known that delay in feedback can lead to
oscillatory behavior and even non-stationarity. An example is given in [49]. The reason
the model used here can not be used to investigate the effect of the delay in the feedback
is that an arriving acknowledgement, whether it acknowledges a marked or unmarked
packet, uses the current window sizeand not the window size of one RTT ago. Thus,
as long as the window size does not affect the marking probability, if one RTT ago the
window was large we now get a more intense stream of acknowledgements, but with
unaffected marking probabilities: The drift toward equilibrium is stronger (if we think
in clock time), but the equilibrium distribution has not changed.

Similarly, if one RTT ago the window was small, the drift toward equilibrium is
weaker, but the equilibrium distribution has not changed.

This changes of course when the window size affects the marking probability.
In that case, it is natural to assume that higher window size tends to cause higher
marking probability. In that case, a larger window size one RTT ago will tend to cause a
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stronger downward drift, even if the current window already is small (etc.) This situation
obviously can cause oscillatory behavior.

Once the dependence of the marking probablion the window siz&V has been
quantified, it may be possible to use results in [49] to study the deviation from the results
in this paper.

8. Smoothness under stationarity

The conjecture in Section 5 predicts thagif< 1 andp is small, once stationarity has
been reached, the congestion window will remain most of the time within in the order of
a few standard deviations (5.38) of the expected value (5.37). We saw ghiatsmall
this standard deviation is small compared to the expected value, thus relsfieyot
expected to vary significantly.

The conjecture also predicts that in the same situation, over an interval that contains

a number of packets that is small compared withz = p‘ﬁ the variation (largest
minus smallest) will be small compared with the standard deviation, and over an interval
of in the order ofp~2 packets the variation will be at most of the order of a standard
deviation. More on this topic can be found in Section 9.

In this section we investigate variability of the congestion window, in the situation
of the conjecture, whep is small and stationarity has set in, over intervals of in the
order of one RTT. A problem is that the number of packets is not quite known. Thus,
we will investigate variability over an interval that contains in the order of

p 7 (8.1)

packets. It must be noted thatdf < 0 thenp=2 is large compared withn‘ﬁ%w and
the additional work is not necessary (except may be for readers who do not trust the
conjecture). liw = 0 the two entities are of the same order of magnitude.

The results in this section also are of interest in the situagtienl.

Loosely, we will call a sample path of the congestion window “very smooth” if
under stationarity the increase of the congestion window over an interval that contains
in the order ofp™ 7—= packets has a standard deviation that is small compared with the
expected value of the congestion window.

We will do a thought experiment: Suppose the congestion windbivas been
“practically constant” over a period of say 2 RTTs. “Practically constant” means that
the quotient of minimal value over maximal value is close to one. In that “practically
constant” situation we compute the standard deviation of the increase of the window
over the second Round Trip Time. If that standard deviation is small compared with
the congestion window, the original assumption (of an almost congiuis at least
self-consistent.
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Suppose the congestion window remains clos@&/t&uppose during the second
RTT exactlyW acknowledgements arrivé\ of which are “failures” andV — N of
which are “successes”. N has the BinomMl,(p) distribution, its expected value [V
and its variance i®(1 — p)W. The total increase Incr over the second RTT thus is

Incr = (W — N)e;W? — NeW# = ¢y W — N(c,We + c,WP). (8.2)

Hence (giverV)
E[Incr] = c; W3 — pW(c;W® + c,WH), (8.3)
VariancgIncr) = p(1 — p)W (c;W* + CZW’S)Z, (8.4)
and
Std Dev(Incr) = /(p(1 — p)W)(C;W* + c,WP). (8.5)
Thus,

Std Dev(Incr)

_1 Ciy (5
- 1—p)WA 214+ =w (-9 ), 8.6
o — oo (o W (14 2 89
Now we choose fo¥V the predicted value givep from (5.5). This gives:

11 P2 Y2«

Quotient= p%l_ﬂ(‘i:ﬂ) (1-p)z 7~ c/ ™ c,™. (8.7)

We see that a condition for sample paths to be “very smoothisitmall and stationarity
has been reached is that

a+p <1l (8.8)

Clearly, with a more reasonable definition, in terms of the sample paths, instead of
in terms of standard deviations, this result is inadequate: In gasel, @ < 0, the
condition (8.8) is satisfied, but clearly in every RTT there is a high probability of an
almost constant window, but also a small probability of a significant (downward) jump.

Of course, it also is likely that as long &< 1 then, under stationarity, f is
small, even whew + 8 > 1 the actual sample paths \bf will vary, during one RTT,
over a range small compared wittt If the deviation from the expected value becomes
large compared with the standard deviation (even though still small compared with the
expected value) the drift toward the expected value becomes quite strong. Hence, the
requirement (8.8) is a “soft” requirement, and in particular is unnecessaryif (in
which case it is automatically satisfied anyhow).

It must be noted that iB < 1 anda < 0 or evenae = 0 the condition (8.8) is
superfluous: in the first place (as just observed) it is automatically satisfied, in the second
place, in that situation, a RTT contains a number of packets small compared with, or in
the worst case of the order gf; "2 packets.
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It is interesting to note that requiring that the expected increase in (8.2) is zero
leads back to (5.5).

It is interesting to not only look at the distribution of the increasé\bbver W
packets (or acknowledgements), but also at the expected total variation, i.e. the sum of
the absolute values of the jump sizes.

This expected value is

(1 - p)aa W + pe,WAH, (8.9)

Dividing (8.9) byW and settingV as in (5.5) gives

B _a o
2c] ¢, (11— p)f% p A= (8.10)

To make sure that the expected total variation d¥gpackets is small compared
with W whenp is small and (5.5) holds we need thak 0. If « > 0 the expected total
variation ovelW packets during stationarity (aml assumed very smooth) becomes of
the order ofW. If @ > 0O the expected total variation becomes large comparedWith
While not necessarily bad, that becomes a somewhat worrisome situation.

Thus, this section indicates that the condition

a+p<1 (8.11)

is somewhat desirable, to keep the standard deviation of the increasaef\W packets
small compared withV, and it indicates that

@ <0 (8.12)

is somewhat desirable, because it keeps the expected total variaiibomer W packets
in the order oW, or smaller.
If « = 0 we see that smaller values@fmay be preferred.

9. Transient behavior, and relaxation times

In [48] an in principle complete characterization is given of the transient behavior of the
proces<Z(t) in (5.17). Some results will be quoted below.

These results can in principle be used to investigate issues like “how fast does the
flow behavior change when the marking probability changes”, or “what must a router
do to quickly achieve a desired change in the behavior of certain flows”.

This section makes a start with such work. An important fringe benefit is that this
section illustrates the difference between “packet time” and “clock time”.

The discussion is in terms of the relaxation times of the processes involved.
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Among the results in [48] is that for any (possibly random, but non-negative) initial
valueZ(0) we have

E[Z(t)] = %C + <E[Z(O)] — 1T1c> e 1=, (9.1)
and
E[(Z(t))?] = 2
[( O)]—ijaajzg

—t(1-c?)

n (E[(Z(O))2] - m>

o2 (G )e od

These specific results are actually easily proven directly and the proofis left to the reader.
The result is that the proce2gt), if it starts out not very far from the new equi-
librium value, “loses its memory” in a small multiple 9_% units of time.
We say that the proce&q-) has “relaxation time”

1
) 9.3
1_c (9-3)
Translating this back into results for the proc®¥¢swe see that it loses its memory in a
small muItipIe o_fﬁ packets. In other words, ff = 1 the proces$®\,, approximately
has relaxation time

1
packets (9.4)
p(l—c)
We would like to express this in RTTs. A problem is that the number of packets per RTT
(i.e. W) is random. The best we can do is: Using results from Section 5 we see that if
B = 1, the proces8V, has approximately
pie

; ; (9.5)
(1-o)(cl - )= E[Z7]

units of E[W] packets in its relaxation time. If we had used (5.6) instead of (5.26) we
would have gotten that the proceak approximately has

piE [cp\ T+
— 9.6
1_C<Cl> (-6)

units of W(p) packets in its relaxation time. In the cgde= 1 the dominating factor for
p small ispt= and (roughly) the relaxation time is in the ordermf« RTTs.
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Next we study the relaxation times in cgse< 1.
In [23] we see that iX(t) is the Ornstein—Uhlenbeck process with drift parameter
w > 0 and local dispersioa? as in (5.34) etc, thers(> 0, t > 0)

E[X() | X(0) = Xo] = o™, (9.7)

Cov(X(s), X(t) | X(0) = xo) = % (e7Hit=sl — gmu(tF9)) (9.8)

Thus, we see that this Ornstein—Uhlenbeck process looses its memory in a small multiple
of -1 units of time: the relaxation time i§, or

1 _1-a

clc,”™
_ 9.9
i (9.9)
Thus, if 8 < 1, the proces¥V, approximately has relaxation time
b R
7,3?0 —a c —a
p#packets (9.10)

B—«

Just as in the cagg = 1, we see that iB < 1 andp small, the relaxation time of
the proces®V,, contains about

« B
pee, el

B—a

units of W(p) packets. In this case the number of packets per RTT is “almost constant”
(has very low coefficient of variation), and the derivation is internally consistent.

The analysis above indicates that if we only consider the mdfetithout delay
in the control, then fog = 1 as well a8 < 1 we would need to set > 0 in order to
get a control scheme that reacts in less than an RTT to small variations in the marking
probability p, and we would need to set = 0 to get a control scheme that reacts in
just a few RTTs to a small change jin If we seta < 0 it takes many (or very many)
RTTs to react to a small changepnAn example is the slow growth of the congestion
window under TCP with no marked packets.

For changes ip that result in changes iW(p) large compared with the new
standard deviation, the results above probably are not usefull. As Ighg @increasing
p to close to 1 leads to multiplicative (or faster) decrease (per RTT). As long-a$
a drastic decrease p(say to zero) leads to exponential growth/ih

Of course, in the situation with delay of 1 RTT in the feedback, a relaxation time
small compared with RTT can be dangerous and can lead to oscillatory behavior if
routers “unintelligently” adapt the marking probability to perceived congestion.

(9.11)
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10. Achievable window sizes

TCP has — o« = 2, thus roughlyw(p) = \/%. This has as effect that it is very hard

indeed to get large congestion windows: to Yét= 1000 p must be in the order of
1078. To make it possible to get large congestion windows, we geed much smaller,
for example — o < 1.

In addition, choosingr small (—« large) has the consequence that it takes an
enormous number of unmarked acknowledgements before a considerable increase in
the window size is obtained.

Combining this with the results in Section 6 gives us a powerful incentive to choose
B—a < 1, preferably8—a < 1, andto choose much larger than under TCP: In order to
have sufficiently many marked packets per RTT to enable the router to give fairly subtle
signals, in order to enable the source to achieve large window, and to make it possible
to reach that large window in a reasonable number of unmarked acknowledgements.

11. Desirable values foio and 3

At this point we have sufficient information to discuss choicesffandg. We saw that
the response function behaves like

1
_1 [C\F*
ww%=pﬂa<—> : (11.1)
C2
that in equilibrium there are in the order of
p—a=1 [ C ﬁ%d
pwmyzpﬁa(i> (11.2)
C2
marked packets per RTT, that the “relaxation time” in equilibrium is in the order of
_8 B
v C]_ B—a 57‘1
pF+« =—<—RTTS (11.3)
B—«o

and that in order to allow “multiplicative increase” and relaxation times short compared
with a RTT we needvr > 0. In addition, Section 8 shows that in order to keep the
expected value of the total variation 8f over a RTT in the order oV or smaller it is
necessary to have

a <0, (11.4)
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though itis not clear how important this constraint on the total variation really is. Finally.
Section 8 indicates that if we decide to try> 0 then it may be desirable to have

a+p<1 (11.5)

or atleastr + 8 not much larger than 1, in order to have some additional confidence that
underp constant and small, under stationarity, the sample paths remain fairly smooth.
Not surprisingly, we have a number of contradictory constraints or desires.
The author of this paper confesses to an intuitive aversion againdd, because
of what may happen due to the delay in the feedback (not investigated in this paper).
Giving in to this aversion, a recommendation is to use eitre="0" or “o < 0 but
quite close to 0”. and of course in any cgse « < 1, preferably — «a < 1.
Tom Kelly's work indicates that the choigg = 1, « = 0 has good performance,
probably better thag = 1, anyx < O.
Thus, the most sensible choices are

1. « = 0,8 = 1 (Scalable TCP).

2. @ <0< B < 1with g —a < 1. In this case we probably must havelose to zero
to get a “smallish” relaxation time even wherns small. The constraim —a < 1
ensures a large number of marked packets per RTT phEtomes small.

3.0 <0< B < 1lwithg —a = 1. Thisis the limiting situation of the case above. In
this case the number of marked packets per RTT remains bounded away from both
zero and infinity wherp | 0 (assuming large congestion windows are possible). In
this case we probably prefer to cho%élarge”.

4. « = 0and O0< B < 1 andc,, ¢, “suitable”. This combination, if it works, has all
the best characteristics: Large number of marked packets per RIi$ gmall, and
a relaxation time in the order of a few RTTs (independenp@?)).

In addition to the choices above, there is the fascinating but possibly dangerous
choice O< @ < B8 < 1 with (preferablyx + 8 < 1. In the objectives used in this paper
it does great: larg&/(p) for moderate, many marked packets per RTT, relaxation time
small compared with the RTT, faster than exponential increase pwhezero, and a
reasonable guarantee of smooth sample paghisiEmallish.

It has the disadvantage of large total variation in the congestion window even when
the congestion window is almost constant, and the consequences of delay in the feedback
are thus far unpredictable.

The analyses that led to these conclusions, while sound from a common sense
point of view, clearly have mathematical holes. Thus, the various possibilities must be
investigated by further mathematical analysis, simulation if necessary, and absolutely
by implementation in the laboratory and measurements in the laboratory.

Due to the research funding situation in the USA, the author of this paper has
given up (hopefully temporarily) plans to implement in Linux schemes as above (for
endstations as well as routers).
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12. First estimatingp

With more powerful endstations it is possible to have a more sophisticated algorithm.
The main proposal in this section is to first choose a response furgfipand then
explicitly estimatep. The desiredV is computed from the estimatgdusing (2.4).p

could be estimated using exponential smoothing, but there may be problems doing this:
Let

Zank) — 0 if xx = success 121
Alk) = 1 if ¢ = failure (12.1)

(whereyy is as in (5.2)), and let
pk = (1 —r)pk_1+rZap(K). (12.2)

be the estimate fgy. (12.2) has the disadvantage that when the estimaemall com-
pared with the smoothing parameter single “zapped” (i.e. marked) packet increases
p far too much. It is desirable to letdepend orp, for example a well chosen positive
constant time. However, this may lead to problems whegbecomes extremely small.
A comprehensive solution seems to be:

Choose a minimal value fgp. For example, choose a maximal acceptable value
Whax for the congestion window (say the receive window). From the chosen response
surfaceq(-), computep* such, thalWmax = W(p*). Now choosepnmin “appropriately
small” (to be defined) compared withi*. Choose a positive constary, 0 < ¢c3 < 1,
for examplecs = £ or . Now, instead of (12.2) use

P = max((1 — c3pk—1) Px—1 + C3Pk—1ZaP(K), Prmin) - (12.3)

This way, whenp is small, it takes in the order of (log{t c3))~*(log base 2) marked
packets in relatively quick succession (much faster than probalpliper packet) to
double the value op.

Every timep has been recomputed, recompWerom

W = min(W(p), Wina). (12.4)

Thus, as long agmin < p < p*, W remains aWn,ax. When p increases abovp*, W
decreases beloW,ax. As long asp remains belowp*, randomly marked packets do
not affectW. It seems to make sense to choqsg, = %. In that situation about
(log(1+ c3))~! marked packets in quick succession always start decredsing
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13. Estimatingp with an example response function

In this section we choose, as example, the response function

mm:g, (13.1)
W(p) = C_S. (13.2)

based o —a =1,¢4 = % a, B, ¢ andc, no longer have meaning by themselves.
Window evolution is done as in Section 12, with parameter

Next we analyze the evolution &Y in the domain wher®V < Wiax p* < p. In
other words, we always have

Wi = 2, (13.3)
Pk
Since we have

_ 1 — c3Pk_1) Pr— if Zapk)=0
_ {( 3 Pk l)Ek L - p(k) (13.4)

(14c3—cC3pk_r)px_1 If Zapk) =1,

we also have
% if zapk) =0
— C3Pk-1

WemWer=1 " oyt ) (13:9)

1T o Bk—l)WlFl if Zapk)=1,

Thus, we see that fop* < p << 1 the evolution ofW is as in Section 5 with
a=08=1c¢c= 0304, andcz C:Jrl

Sincep —a=1,2 = Ci is the desired number of marked packets per Round
Trip Time (once statlonanty has been reached). For every marked packet, the congestion
window is decreased frolV to 1 7- If c3 = 1 every marked packet halves the window.

A less draconic choice i, = 3 or evenE There now are two trains of thought that
can be used to seb or cs: the one based on how fast the estimatedd@s changing

when there are marked packets, and the one based directly on how fast the congestion
window must change when packets are marked.

A similar analysis can be done with response functions other than (13.1) etc.

14. Router behavior

This note does not study router behavior. It is however possible to make some relevant
observations that may be the start of a later serious study.

A router can estimate, for all its buffers, the number of active flows of ¢lHsat
are using that buffer. This can be done, for example, by the methods described in [58].
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Let N; be the estimated number of active flows of class i. If the router also knows that
all classi flows are ECN—capable, and that all sources of cldksvs are using the

“c1, Cp, a, B” policy (with c; etc of course depending a)) it can for example set the
marking probabilityp®) for classi packets in that buffer in the order of

p® ~ cs. N~ (14.1)

In (14.1) the constarnts can depend on the buffer occupation etc. We again see
that the cas@; — «; = 1 has a certain charm: the dependence of the probapititythe
estimated numbeX of flows is smoother than for TCP. A small error in the estintéte
has less serious consequengks- o < 1 might be even better.

The router can always drastically reduce congestion windows by sgiting for
a significant fraction of a Round Trip Time. Since the router is marking, no packet loss
ensues. Itis desirable to do this only if the router can predict the effect of markings: If it
does this “until the effect is noticeable”, most congestion windows have been reduced
to one MSS or less. This is one of the places where the delay of 1 RTT in the control is
important and must be included in future work.

15. Conclusions

In this paper we study mechanisms in the Internet where Routers give feedback about
their state of congestion to endstations (say sources) by dropping or marking (ECN,
Explicit Congestion Notification) packets. We argue that Router Behavior (e.g. whether
and when to mark packets) and Source Behavior (e.g. how to modify congestion windows
in reaction to marked and unmarked packets) must be designed together. We argue that
the advent of ECN is an opportunity, quite possibly the last opportunity, to modify the
TCP feedback system (in the short term: give different interpretations to “drop” and
“mark”, and make the interpretation of “mark” dependent on the type of IP packet).

We discuss the general TCP Paradigm, where there are gena(glanddect(-)
functions. We then restrict our attention to a smaller class of such schemes, where
incr(w) = cpw® anddecr(w) = c,w”. For these functions we predict performance, in-
cluding the stationary behavior of congestion window sizes, as function of the marking
probability p.

We observe that congestion control schemes in the TCP Paradigm should attain or
approach the following ideals:

e FastRespons&hen the marking probabilifychanges, the congestion window must
quickly converge to the new equilibrium. In other words, we want “small relaxation
times”.

e Smoothnessvhen the marking probabilitp is constant, congestion windows must
fluctuate in a narrow band around the desired equilibrium value (insofar advertised
windows etc allow). In other words, we want the standard deviation of the window
sizeW to be small ifp is constant.
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e Sensitivity it must be possible for routers to signal small changes in the marking
probabilityp. This means that as long as the congestion window is not small, neither
the number of marked packets per congestion window nor the number of unmarked
packets per congestion window must be small.

e Non-Oscillatory BehaviotWe do not want the delay in the feedback to cause oscilla-
tory behavior whemp is constant. While oscillatory behavior has not been analyzed in
this paper, intuitively it seems that while we like small relaxation times for the reason
above, having relaxation times small compared with the RTT may be dangerous and
needs study.

The analysis results in the following observations:

e Based on the number of marked packets per Round Trip Time we recomgnend
a < 1, preferablyg — a < 1.

e Based on the desire to enable exponential growth under low (zero) marking proba-
bility we recommendr > 0. In addition,« = 0 leads to relaxation times roughly
independent op, while« > 0 leads, fop small, to relaxation times short compared
with the RTT.

e Based on the desire to have a strong guarantee thgt $arall, when stationarity
sets in, the sample paths of the congestion window becomes smooth, we recommend
a < 0. Possiblyr > 0 with« + 8 < 1 might be manageable.

e Combining the last two items there is a strong incentive to cha@ose). Combined
with the first item this means th@t < 1 becomes very attractive.

As result, “Scalable TCP” witle = 0, 8 = 1 comes out as a real contender.
However, other combinations wih— o < 1 ande < 0 < 8 < 1 (in particulare = 0)
deserve more research and might end up being the preferred choices, see in particular

Section 11.

We give an alternative way of thinking about source behaviors, where sources
estimate marking (or drop) probabilities and react to these estimates, instead of to
individual marked or dropped packets. We show that this alternative way of thinking
can lead to an identical implementation (inside the TCP Paradigm). This may lead to a
more scientific way of choosing source behaviors.

Appendices
A. The Ornstein-Uhlenbeck Approximation

In the situation of the conjecture,

W, + ¢, W9 with probability p,
Wn+]_ = " B . e (A'l)
W, 4+ oW, with probability 1— p,
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withe < 8 < 1,¢1 > 0, ¢, > 0. For the process

X(t) = p* <WLP|52J _ (M)ﬂ> , (A.2)

C2p

we therefore have:

) = XOIXO =X = P (W, 00 — Wy )

= p ((1— P)CWe | — chWf# J)

— « _oN p
B O B

We initially guess that as long &s| is not very large compared with the “guessed”
standard deviation of the proceXst),

Ip~"X| << (701(;—[3 p))ﬁa ; (A-3)

and do binomial expansions of the inner expressions. Then later, when the standard
deviation is computed or confirmed, we check that guess. (A.3) gives

%E[xa T p) — XM)IX() = x]

~p ”2{(1 p)CL (Cl(l p)) +(1—p)cla(@)”-lo”x

C2p
p-1

B
1_ —o J— —a
_ po, (cl(czp p))ﬁ ~ posp <Cl(c ) p)) pmx}

The highest—order terms drop out and we get

%E[X(t 4 %) — XO)IX() = x]

_ﬁ
B

o 1B la_,
~ =X(B—a)c "y (1 p) e pre
We see that to get a “useful” (Ornstein—Uhlenbeck type) resulpfprO we need

11—«
B—a

vy = (A.4)
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Repeating the process for second moments we see that the Ornstein—Uhlenbeck
result holds as long as in additida (A.4) also

1+
T 2B -a)

With (A.4) this yields the condition (5.31).

Sincea < B, for p small downward jumps in the proceX¢) are (much) larger
than upward jumps. By first approximation, the quotient of downward jump sizes and
standard deviation of(-) is

(A.5)

V1

@

18 1- 1-
( Jump) _ mcl 29 (20 (] p)ﬂ% pW—ﬁa), (A.6)

StDev

which shows thatfop | 0the paths of the proceX%-) become continuous. The smaller
the expression in (A.6), the more “almost continuous” the paths of the prédess
It must be noted that since in the situation of the conjecture,8 < 1, and hence

l-«
B—a
the speed-up of the procexgt) compared with the procedd, is higher in the case

a < B <lthaninthecase < 8 = 1.
The “guess” (A.3) is proven to be correct by the same idea as used in (A.6):

> 1, (A7)

Vo =

x| = O(stdev(X)) = O(1) <« p* (M>ﬂ—a _ (

C2p

ol - p))ﬁ

p_ 2(—a) ,
C2

B. Reno and NewReno with high drop probability

When the drop probabilitg increases, the performance of “classical” TCP, say Reno or
NewReno, decreases and eventually deteriorates. There is of course no sharp boundary.
The author of this paper uses, somewhat arbitrarily, a valye-ef.1 beyond which he
considers the performance to be unacceptable even for Telnet.

The “square root law” for TCP, used uncritically, predicts thapit= .1 then
during congestion-avoidance periods the congestion window will fluctuate “around”
/10 ~ 3.16 MSSs, that is, much of the time is in the range of 1 to 7 MSSs.

If a packet is lost while the congestion window is 1 or 2 or 3 MSSs (and often
when it is 4 MSSs) there will not be a third duplicate acknowledgement, and the flow
goes into time—out. Thus, somewhere aroyng .1 we will see that half or more of
dropped packets (outside time—out) cause a time—out, and the situation gets worse at
higher drop probabilities.
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Figure 1. Throughputs for TCP Reno and NewReno.

In addition, simple arithmetic shows that by first approximation the average length
of a time-out (assuming drop probability does not change, and there is independence)
is aroundll_;zp RTTs (in fact a bit worse than this because it takes more than one RTT
to recognize time—out). Thus, whemincreases beyond .1, the fraction of drops that
causes a time-out increases and at the same time the average duration of time—outs
increases.

When the time—out is over the congestion window quickly returns to roughly half
the value it had before the packet loss that caused the time—out, but then increases slower
once the system is back in congestion avoidance.

Figure 1 shows the result of NS simulations in a network with a “nominal roundtrip
time” (sum of propagation delays) RH 20 msec, and a negligible “serialization delay”.

The throughput is given for Reno as well as NewReno, as function of the drop probability
p, and is given in MSSs/RTT (MSSs per 20 msec). The simulation is of course not for
Telnet but for the situation of FTPing a large file.

In these simulations, the throughput of Reno dips below 1 MSS per RTT at a drop
probability of about .06, while for NewReno it dips below that rate at a drop probability
of about .08. At a drop probability of .1 both have pathetic performance: Considerably
less than 1 packet per RTT. Thus, the system spends much of its time in time-out, and
in for example Telnet the responsiveness to the human customer is unacceptable.
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