Week 1:

Introduction to
Open Systems Networking

· Course Outline

· Requirements and Expectations

· Grades

· Recommended Books

· Layout of Course 
(28 lessons)

· Layout of a Lesson

· Projects

· Virtual Office Hours

· Policies

· General References for the course.

· Definitions

· On-line access to information

· The Internet - History

· Internet Tools

WWW and Complete Internet Connectivity

· Network & Internetwork Connectivity

· Connection Components needed for a PC

· TCP/IP Stack

· Network Lines

· Direct SLIP/PPP lines:

· Requirements for Emulated SLIP/PPP:

· Connection Hardware

· Getting software components needed

· Dial-up access to NJIT

· Configuring your network connection

· Web servers, browsers and other applications

· HTML & HTTP

· Home-Pages

Week 2:

 A Need for Standards

· What are standards?

· Why push for standardization?

· International standardization, why is it needed?

· International Standards Bodies

· Forums

· National Standards Bodies

· Documents & Series

· IETF standardization process

· How ISO standards are developed

· Obtaining standard documents

· Does Standardization Help?

· Industry Control

Hardware Protocol Layers

· General Communications
Concepts and Networks

· Network Components

· Cabling

· Network Interface Cards

· Topologies

· Conceptual Protocol Layering

· Open Systems Interconnection (OSI)

· Old Lower-Layers Model: OSI

· New Lower-Layers Model: ATM

· Ethernet (IEEE 802.3)

· Token-based Standards

· IEEE Ethernet-related standards

· FDDI & FDDI-II

· N-ISDN

Week 3:

Software Protocol Layers

· Concepts:

· Functionality of Layers

· Protocol Type by Layer

· Open Systems Interconnection model

· TCP/IP model

· Focus of Reliability

· Protocol Layering Principles

· Layering within a 
network substructure.

· Boundaries in the TCP/IP model.

· Multiplexing, Demultiplexing,
and Inverse Multiplexing.

· Hiding underlying network details.

· Interconnection of Networks.

· TCP/IP Protocols

Addressing in TCP/IP

· A Need for Identification

· Internet Address Classification

· Network and Host ID Ranges

· Addresses Specify Network Connections

· Network and Broadcast Addresses

· Multicast Addresses

· Weaknesses in IP Addresses

· Common Representation of Addresses

· Loopback Addresses

· Obtaining an IP Address

· Contacting the NIC

· Network Byte Ordering

· Mapping Names to IP Addresses

Week 4:

ARP and RARP

· The Address Resolution
Problem

· Physical Addresses

· Address Resolution Protocol
(ARP)

· ARP Inefficiencies and Improvements

· ARP Functionality

· ARP Header Fields

· Booting with Physical
Addresses

· Reverse Address Resolution Protocol (RARP)

· Primary and Backup
RARP Servers

· RARP Header Fields

The Internet Protocol (Part I)

· Introduction to the
Internet Protocol (IP)

· Delivery Schemes

· Internet Protocol

· Internet Protocol:
Physical Networks

· Internet Protocol: Internet

· IP Datagram Header

· IP Datagram Format 

· Five subfields of the SERVICE TYPE field

· Datagram Encapsulation

· Datagram Size, MTU, and Fragmentation

· Reassembly

Week 5:
The Internet Protocol (Part II)

· IP Datagram Header

· IP Datagram Format:
Options

· IP Option Fields

· IP Options:

· Record Route Option

· Source Route Option

· Timestamp Option

· Security Option

· COPY Flag Settings

· IP Input and Output

· Pseudo-Network Interface

· Datagram Formation
and Extraction

· Examples of Fragmentation at Gateways.

Routing

· Network Configurations

· Routing of IP Datagrams

· Forms of Routing:

· Table-Driven Routing

· Next-Hop Addresses

· Incoming Packets

· Establishing Routes

· Routing with
Partial Information

· Core Gateways

· Peer Backbones

· Choosing a Routing Protocol

· Route Propagation:

· Gateway to Gateway Protocol (GGP)

· Routing Information Protocol (RIP)

· Open Shortest Path First (OSPF)

Week 6:

Internet Control Message Protocol

· Control and Error
Messaging

· Internet Control Message
Protocol (ICMP)

· ICMP Message Format

· Message Types:

· Echo Request/Reply

· Unreachable Destination

· Source Quench

· Time Exceeded

· Parameter Problem

· Redirect Message

· Timestamp Message

· Address Mask Request and Reply

· Debuggin and Measurement Tools:

· PING

· Echo

· Netstat

Extending the IP Addressing Scheme

· Address Extensions Schemes

· Transparent Gateways

· Proxy ARP

· Subnet Addressing
and Routing

· Mask Representations

· Subnet Routing

· Subnet Broadcasting

· Supernet Addressing

· Effect of Supernetting on Routing

· Classless Inter-Domain Routing (CIDR)

· Coordination of Address Allocation

· CIDR Address Range Values

· CIDR Router Functionality

Week 7:

Domain Name System (DNS)

· Providing Readable Names

· Flat Namespace

· Hierarchical Names

· Subset Authority

· TCP/IP Internet Domain Names

· (Un)official Internet Domain Names:

· Geographical

· Organizational

· Named Items

· Mapping Domain Names
to Addresses

· Domain Name Resolution

· Domain Server Message Format

· Shortened Message Formats

· Pointer Query

· Object Types

User Datagram Protocol (UDP)

· Identifying Multiple
Destinations within a Host

· User Datagram
Protocol (UDP)

· UDP Message Format

· UDP Pseudo-Header

· Conceptual Layering

· UDP Encapsulation

· UDP / IP Integration

· Multiplexing, Demultiplexing, and Ports

· UDP Input and Output

· UDP Port Numbers

· TCP/IP Protocol Tracing:

· ARP

· IP

· DNS

Week 8:


Transmission Control Protocol (Part I)

· Connection-Oriented Transport

· Reliable Delivery Service

· Providing Reliability

· Retransmission Schemes

· Sliding Window Protocols

· Sliding Window Control

· Transmission Control Protocol

· Connections, Ports,
and Endpoints 

· Passive and Active Opens

· Window Advertisement

· TCP Segment Format

· Maximum Segment Size

· TCP Header Checksum

· TCP Pseudo-Header

· TCP Input and Output

Transmission Control Protocol (Part II)

· ACKs and Retransmission

· Time-Out and Retransmission

· Adaptive Retransmission

· ACK. Ambiguity

· Timer Backoff Strategy

· High Variance in Delay

· Congestion Control

· Multiplicative Decrease
Congestion Avoidance

· Slow-Start Recovery

· TCP Connections:

· Establishing

· Closing

· Reserved Port Numbers

· Silly Window Syndrome
and Small Packets

· Silly Window Avoidance:

· Receive-side

· Sender-side

Week 9:
Multicast IP and the MBONE

· Hardware Multicasting

· Software Multicasting (IP)

· Multicast Addresses

· Internet Group Management
Protocol (IGMP)

· IGMP Message Format

· Propagating Route Information

· Multicast Routers

· Multicast Tunneling

· Virtual Internet Backbone for Multicast-IP (MBONE)

· MBONE:

· Virtual Network

· Bandwidth

· Networking Details

· Topology & Scheduling

· Real Time Protocol

· Application Tools

· Debugging Tools

TCP/IP over ATM

· What is ATM ?

· Circuit / Packet Switching.

· Lower-Layer Models

· ATM:

· Components.

· Network Interfaces.

· Connection Paradigms.

· Paths, Circuits, and Connection Identifiers.

· ATM Cells.

· ATM Adaptation Layer:

· AAL-0, 1, 2, 3/4

· AAL-5

· Packet Types and Multiplexing.

· IP Address Binding in ATM.

· Logical IP Subnets.

· Connection Management.

· ATMARP & InATMARP.

Week 10:
IPv6 and Broadband Services

· The Future of Networking

· Frame Relay

· Broadband ISDN

· Physical Layer:

· ATM Sublayers

· SONET/SDH

· Data Link Layer:

· ATM Layer

· ATM Adaptation Layer

· AAL SubLayers

· IP Next Generation (IPng)

· Why Should TCP/IP Change?

· IP Version 6 (IPv6):

· Features

· Base Header

· Extension Headers

· Fragmentation and Reassembly

· IPv6 Option Support

· IPv6 Addressing

Client / Server Paradigm

· Client / Server Model of Interaction

· Server Design Issues

· C/ S Points of Interaction

· Standard vs. Non-standard Client Software

· Parameterization of Clients

· Complexity of Servers

· Connectionless vs. Connection-Oriented Interaction

· Stateless vs. Stateful Servers

· Servers as Clients

· Server Types and Characteristics

· Program Interface to Protocols

· TCP/IP API Functionality

· Interfacing with TCP/IP

· System Calls

· System I/O Calls

Week 11:


Sockets (Part I)

· The Socket Interface

· Windows Socket Interface (WinSock)

· Basic I/O Functions in UNIX

· File and Socket Descriptors

· Communication Endpoints

· Generic Address Structure

· TCP/IP Sockaddr_in Structure

· Socket System Calls:

· Socket

· Close

· Bind

· Connect

· Output Socket Calls:

· Write

· Input Socket Calls:

· Read

· Server-Specific Socket Calls

· Order of Socket System Calls:

· Client Side

· Server Side

Sockets (Part II)

· Iterative / Concurrent Servers

· Obtaining and Setting:

· Socket Options

· Host Names

· Internal Host Domain

· The Time of Day

· System vs. Library Calls

· Accessing the DNS

· Obtaining Information about:

· Hosts

· Networks

· Protocols

· Network Services

· Routines for Conversions

· Socket Call Traces

· Socket Programming Steps

· Socket Structures:

· Sockaddr_in

· Hostent

· Servent

· Protoent

· Socket Program:  Client-side

Week 12:


BOOTP and DHCP

· Configuration Information

· Bootstrap Protocol (BOOTP):

· Efficiency Enhancements

· Message Format

· Bootstrap Procedure

· Specific Areas of the Message

· Dynamic Host Configuration Protocol

· DHCP Message Format:

· Difference Between BOOTP and DHCP

· DHCP Functionality

· Configuration and Compatibility Issues

· Address Leasing in DHCP

· Problems and Concerns of DHCP

· Acceptance of a New Standard


TELNET and Rlogin

· Remote Interactive Applications:

· TELNET

· Protocol

· Pseudo Terminal

· Network Virtual Terminal

· Accommodating Heterogeneity between Different Systems.

· Controlling the Remote Device

· TELNET Options

· Terminal Types

· Remote Commands in UNIX

· Application Sessions

· Tools Available on the Internet:

· Traceroute

· Ping

· Tracecon

· Finger

· Whois

· Netfind

· Ph

· Lookup

Week 13:

FTP, TFTP, and NFS

· File Sharing:

· On-line Access

· Whole-file Copying

· Requirements

· Version Control

· File Transfer Protocol (FTP)

· Control and Data Transfer Connections

· Interactive Transfer System

· Anonymous FTP

· Control and Error Information Messages

· Trivial File Transfer Protocol (TFTP)

· Network File System:

· NFS Architecture

· Remote Procedure Call:

· Message Specification

· External Data Representation (XDR)

E-mail, SMTP, and MIME types

· Mail Systems:

· Terminology

· Delayed Delivery

· Names and Aliases:

· Controlling E-Mail Messages:

· Internetworking and Mail:

· Mail Gateways:

· Mail Addresses:

· Simple Mail Transfer Protocol (SMTP):

· Post Office Protocol (POP)

· E-Mail Application Program Interfaces:

· MAPI

· AOCE

· MIME Extensions

· MIME Types and Subtypes

· S/MIME Content Type

· MIME Multipart Messages

Week 14:

Network Management

· Management of Networks and Resources

· Internet Management

· Network Management

· Management Standards

· Common Network Management Protocols

· Management Information Base

· Structure for Management Information (SMI)

· Abstract Syntax Notation 1

· Simple Network Management Protocol:

· Client/Server Interaction

· Strengths / Weaknesses

· SNMP Version 2 (SNMPv2)

· Common Management Information Protocol:

· Advantages and Features

· Disadvantages and Problems

· Management Protocol Support


Network Security

· Computer Security

· Picking a Security Policy

· Protecting Resources

· Mechanisms for Internet Security:

· Authentication

· Privacy

· Firewalls and Internet Access

· Packet-Level Filters

· Restricted Access for Clients:

· Proxy Agents

· Firewall Architecture

· Security Issues:

· Terminology

· Communications Protocols

· World Wide Web related

· Protection and Holes

· Break-ins and Problems

· Various Security Topics:

· Algorithms and Schemes

· Authentication & E-Mail
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	11
	Socket Programming (Part I & II)
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	12
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	13
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